Freedom of Information Act
Effective July 1, 2018
The highlighted sections apply specifically to the Lancaster County Sheriff’s Office. Redactions to records
are conducted pursuant to §2.2-3704.01. Sheriff McCranie exercises his discretionary authority not to
release records set forth under §2.2-3705.1, §2.2-3705.2, and §2.2-3706. This agency shall not release
identifying information of a personal, medical, or financial nature where the release of such information
would jeopardize the safety or privacy of any person.

§ 2.2-3704.01. Records containing both excluded and nonexcluded information;
duty to redact.
No provision of this chapter is intended, nor shall it be construed or applied, to authorize a public body to
withhold a public record in its entirety on the grounds that some portion of the public record is excluded
from disclosure by this chapter or by any other provision of law. A public record may be withheld from
disclosure in its entirety only to the extent that an exclusion from disclosure under this chapter or other
provision of law applies to the entire content of the public record. Otherwise, only those portions of the
public record containing information subject to an exclusion under this chapter or other provision of law
may be withheld, and all portions of the public record that are not so excluded shall be disclosed.

§ 2.2-3705.1. Exclusions to application of chapter; exclusions of general
application to public bodies.
The following information contained in a public record is excluded from the mandatory disclosure
provisions of this chapter but may be disclosed by the custodian in his discretion, except where such
disclosure is prohibited by law. Redaction of information excluded under this section from a public record
shall be conducted in accordance with §2.2-3704.01.
1. Personnel information concerning identifiable individuals, except that access shall not be denied to the
person who is the subject thereof. Any person who is the subject of such information and who is 18 years
of age or older may waive, in writing, the protections afforded by this subdivision. If the protections are so
waived, such information shall be disclosed. Nothing in this subdivision shall be construed to authorize the
withholding of any resumes or applications submitted by persons who are appointed by the Governor
pursuant to §2.2-106 or §2.2-107.
No provision of this chapter or any provision of Chapter 38 (§2.2-3800t seq.) shall be construed as denying
public access to (i) contracts between a public body and its officers or employees, other than contracts
settling public employee employment disputes held confidential as personnel records under §2.2-3705.1; (ii)
records of the name, position, job classification, official salary, or rate of pay of, and records of the
allowances or reimbursements for expenses paid to, any officer, official, or employee of a public body; or
(iii) the compensation or benefits paid by any corporation organized by the Virginia Retirement System or
its officers or employees. The provisions of this subdivision, however, shall not require public access to
records of the official salaries or rates of pay of public employees whose annual rate of pay is $10,000 or
less.
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2. Written advice of legal counsel to state, regional or local public bodies or the officers or employees of
such public bodies, and any other information protected by the attorney-client privilege.
3. Legal memoranda and other work product compiled specifically for use in litigation or for use in an active
administrative investigation concerning a matter that is properly the subject of a closed meeting under §2.23711.
4. Any test or examination used, administered or prepared by any public body for purposes of evaluation of
(i) any student or any student's performance, (ii) any employee or employment seeker's qualifications or
aptitude for employment, retention, or promotion, or (iii) qualifications for any license or certificate issued
by a public body.
As used in this subdivision, "test or examination" shall include (a) any scoring key for any such test or
examination and (b) any other document that would jeopardize the security of the test or examination.
Nothing contained in this subdivision shall prohibit the release of test scores or results as provided by law,
or limit access to individual records as provided by law. However, the subject of such employment tests
shall be entitled to review and inspect all records relative to his performance on such employment tests.
When, in the reasonable opinion of such public body, any such test or examination no longer has any
potential for future use, and the security of future tests or examinations will not be jeopardized, the test or
examination shall be made available to the public. However, minimum competency tests administered to
public school children shall be made available to the public contemporaneously with statewide release of
the scores of those taking such tests, but in no event shall such tests be made available to the public later
than six months after the administration of such tests.
5. Records recorded in or compiled exclusively for use in closed meetings lawfully held pursuant to §2.23711. However, no record that is otherwise open to inspection under this chapter shall be deemed exempt
by virtue of the fact that it has been reviewed or discussed in a closed meeting.
6. Vendor proprietary information software that may be in the public records of a public body. For the
purpose of this subdivision, "vendor proprietary information software" means computer programs acquired
from a vendor for purposes of processing data for agencies or political subdivisions of the Commonwealth.
7. Computer software developed by or for a state agency, public institution of higher education in the
Commonwealth, or political subdivision of the Commonwealth.
8. Appraisals and cost estimates of real property subject to a proposed purchase, sale, or lease, prior to the
completion of such purchase, sale, or lease.
9. Information concerning reserves established in specific claims administered by the Department of the
Treasury through its Division of Risk Management as provided in Article 5 (§2.2-1832 et seq.) of Chapter
18, or by any county, city, or town; and investigative notes, correspondence and information furnished in
confidence with respect to an investigation of a claim or a potential claim against a public body's insurance
policy or self-insurance plan. However, nothing in this subdivision shall prevent the disclosure of
information taken from inactive reports upon expiration of the period of limitations for the filing of a civil
suit.
10. Personal contact information furnished to a public body for the purpose of receiving electronic mail from
the public body, provided that the electronic mail recipient has requested that the public body not disclose
such information. However, access shall not be denied to the person who is the subject of the record. As
used in this subdivision, "personal contact information" means the information provided to the public body
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for the purpose of receiving electronic mail from the public body and includes home or business (i) address,
(ii) email address, or (iii) telephone number or comparable number assigned to any other electronic
communication device.
11. Communications and materials required to be kept confidential pursuant to §2.2-4119 of the Virginia
Administrative Dispute Resolution Act (§2.2-4115 et seq.).
12. Information relating to the negotiation and award of a specific contract where competition or bargaining
is involved and where the release of such information would adversely affect the bargaining position or
negotiating strategy of the public body. Such information shall not be withheld after the public body has
made a decision to award or not to award the contract. In the case of procurement transactions conducted
pursuant to the Virginia Public Procurement Act (§2.2-4300 et seq.), the provisions of this subdivision shall
not apply, and any release of information relating to such transactions shall be governed by the Virginia
Public Procurement Act.
13. Account numbers or routing information for any credit card, debit card, or other account with a financial
institution of any person or public body. However, access shall not be denied to the person who is the subject
of the information. For the purposes of this subdivision, "financial institution" means any organization
authorized to do business under state or federal laws relating to financial institutions, including, without
limitation, banks and trust companies, savings banks, savings and loan companies or associations, and credit
unions.

§2.2-3705.2. Exclusions to application of chapter; records relating to public safety.
The following information contained in a public record is excluded from the mandatory disclosure provisions
of this chapter but may be disclosed by the custodian in his discretion, except where such disclosure is
prohibited by law. Redaction of information excluded under this section from a public record shall be
conducted in accordance with §2.2-3704.01.
1. Confidential information, including victim identity, provided to or obtained by staff in a rape crisis center
or a program for battered spouses.
2. Information that describes the design, function, operation, or access control features of any security
system, whether manual or automated, which is used to control access to or use of any automated data
processing or telecommunications system.
3. Information that would disclose the security aspects of a system safety program plan adopted pursuant to
49 C.F.R. Part 659 by the Commonwealth's designated Rail Fixed Guideway Systems Safety Oversight
agency; and information in the possession of such agency, the release of which would jeopardize the success
of an ongoing investigation of a rail accident or other incident threatening railway safety.
4. Information concerning security plans and specific assessment components of school safety audits, as
provided in §22.1-279.8.
Nothing in this subdivision shall be construed to prevent the disclosure of information relating to the
effectiveness of security plans after (i) any school building or property has been subjected to fire, explosion,
natural disaster, or other catastrophic event or (ii) any person on school property has suffered or been
threatened with any personal injury.

Effective July 1, 2018

Lancaster County Sheriff’s Office

Page 3 of 8

5. Information concerning the mental health assessment of an individual subject to commitment as a sexually
violent predator under Chapter 9 (§37.2-900 et seq.) of Title 37.2 held by the Commitment Review
Committee; except that in no case shall information identifying the victims of a sexually violent predator be
disclosed.
6. Subscriber data provided directly or indirectly by a communications services provider to a public body
that operates a 911 or E-911 emergency dispatch system or an emergency notification or reverse 911 system
if the data is in a form not made available by the communications services provider to the public generally.
Nothing in this subdivision shall prevent the disclosure of subscriber data generated in connection with
specific calls to a 911 emergency system, where the requester is seeking to obtain public records about the
use of the system in response to a specific crime, emergency or other event as to which a citizen has initiated
a 911 call.
For the purposes of this subdivision:
"Communications services provider" means the same as that term is defined in §58.1-647.
"Subscriber data" means the name, address, telephone number, and any other information identifying a
subscriber of a communications services provider.
7. Subscriber data collected by a local governing body in accordance with the Enhanced Public Safety
Telephone Services Act (§56-484.12 et seq.) and other identifying information of a personal, medical, or
financial nature provided to a local governing body in connection with a 911 or E-911 emergency dispatch
system or an emergency notification or reverse 911 system if such records are not otherwise publicly
available.
Nothing in this subdivision shall prevent the disclosure of subscriber data generated in connection with
specific calls to a 911 emergency system, where the requester is seeking to obtain public records about the
use of the system in response to a specific crime, emergency or other event as to which a citizen has initiated
a 911 call.
For the purposes of this subdivision:
"Communications services provider" means the same as that term is defined in §58.1-647.
"Subscriber data" means the name, address, telephone number, and any other information identifying a
subscriber of a communications services provider.
8. Information held by the Virginia Military Advisory Council or any commission created by executive order
for the purpose of studying and making recommendations regarding preventing closure or realignment of
federal military and national security installations and facilities located in Virginia and relocation of such
facilities to Virginia, or a local or regional military affairs organization appointed by a local governing body,
that would (i) reveal strategies under consideration or development by the Council or such commission or
organizations to prevent the closure or realignment of federal military installations located in Virginia or the
relocation of national security facilities located in Virginia, to limit the adverse economic effect of such
realignment, closure, or relocation, or to seek additional tenant activity growth from the Department of
Defense or federal government or (ii) disclose trade secrets, as defined in the Uniform Trade Secrets Act
(§59.1-336 et seq.), provided to the Council or such commission or organizations in connection with their
work.
In order to invoke the trade secret protection provided by clause (ii), the submitting entity shall, in writing
and at the time of submission (a) invoke this exclusion, (b) identify with specificity the information for
which such protection is sought, and (c) state the reason why such protection is necessary. Nothing in this
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subdivision shall be construed to prevent the disclosure of all or part of any record, other than a trade secret
that has been specifically identified as required by this subdivision, after the Department of Defense or
federal agency has issued a final, unappealable decision, or in the event of litigation, a court of competent
jurisdiction has entered a final, unappealable order concerning the closure, realignment, or expansion of the
military installation or tenant activities, or the relocation of the national security facility, for which records
are sought.
9. Information, as determined by the State Comptroller, that describes the design, function, operation, or
implementation of internal controls over the Commonwealth's financial processes and systems, and the
assessment of risks and vulnerabilities of those controls, including the annual assessment of internal controls
mandated by the State Comptroller, if disclosure of such information would jeopardize the security of the
Commonwealth's financial assets. However, records relating to the investigation of and findings concerning
the soundness of any fiscal process shall be disclosed in a form that does not compromise internal controls.
Nothing in this subdivision shall be construed to prohibit the Auditor of Public Accounts or the Joint
Legislative Audit and Review Commission from reporting internal control deficiencies discovered during
the course of an audit.
10. Information relating to the Statewide Agencies Radio System (STARS) or any other similar local or
regional public safety communications system that (i) describes the design, function, programming,
operation, or access control features of the overall system, components, structures, individual networks, and
subsystems of the STARS or any other similar local or regional communications system or (ii) relates to
radio frequencies assigned to or utilized by STARS or any other similar local or regional communications
system, code plugs, circuit routing, addressing schemes, talk groups, fleet maps, encryption, or programming
maintained by or utilized by STARS or any other similar local or regional public safety communications
system.
11. Information concerning a salaried or volunteer Fire/EMS company or Fire/EMS department if disclosure
of such information would reveal the telephone numbers for cellular telephones, pagers, or comparable
portable communication devices provided to its personnel for use in the performance of their official duties.
12. Information concerning the disaster recovery plans or the evacuation plans in the event of fire, explosion,
natural disaster, or other catastrophic event for hospitals and nursing homes regulated by the Board of Health
pursuant to Chapter 5 (§32.1-123 et seq.) of Title 32.1 provided to the Department of Health. Nothing in this
subdivision shall be construed to prevent the disclosure of information relating to the effectiveness of
executed evacuation plans after the occurrence of fire, explosion, natural disaster, or other catastrophic event.
13. Records received by the Department of Criminal Justice Services pursuant to §§ 9.1-184, 22.1-79.4,
and 22.1-279.8 or for purposes of evaluating threat assessment teams established by a public institution of
higher education pursuant to §23.1-805 or by a private nonprofit institution of higher education, to the extent
such records reveal security plans, walk-through checklists, or vulnerability and threat assessment
components.
14. Information contained in (i) engineering, architectural, or construction drawings; (ii) operational,
procedural, tactical planning, or training manuals; (iii) staff meeting minutes; or (iv) other records that reveal
any of the following, the disclosure of which would jeopardize the safety or security of any person;
governmental facility, building, or structure or persons using such facility, building, or structure; or public
or private commercial office, multifamily residential, or retail building or its occupants:
a. Critical infrastructure information or the location or operation of security equipment and systems of any
public building, structure, or information storage facility, including ventilation systems, fire protection
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equipment, mandatory building emergency equipment or systems, elevators, electrical systems,
telecommunications equipment and systems, or utility equipment and systems;
b. Vulnerability assessments, information not lawfully available to the public regarding specific
cybersecurity threats or vulnerabilities, or security plans and measures of an entity, facility, building
structure, information technology system, or software program;
c. Surveillance techniques, personnel deployments, alarm or security systems or technologies, or operational
or transportation plans or protocols; or
d. Interconnectivity, network monitoring, network operation centers, master sites, or systems related to the
Statewide Agencies Radio System (STARS) or any other similar local or regional public safety
communications system.
The same categories of records of any person or entity submitted to a public body for the purpose of
antiterrorism response planning or cybersecurity planning or protection may be withheld from disclosure if
such person or entity in writing (a) invokes the protections of this subdivision, (b) identifies with specificity
the records or portions thereof for which protection is sought, and (c) states with reasonable particularity
why the protection of such records from public disclosure is necessary to meet the objective of antiterrorism,
cybersecurity planning or protection, or critical infrastructure information security and resilience. Such
statement shall be a public record and shall be disclosed upon request.
Any public body receiving a request for records excluded under clauses (a) and (b) of this subdivision 14
shall notify the Secretary of Public Safety and Homeland Security or his designee of such request and the
response made by the public body in accordance with §2.2-3704.
Nothing in this subdivision 14 shall prevent the disclosure of records relating to (1) the structural or
environmental soundness of any such facility, building, or structure or (2) an inquiry into the performance
of such facility, building, or structure after it has been subjected to fire, explosion, natural disaster, or other
catastrophic event.
As used in this subdivision, "critical infrastructure information" means the same as that term is defined in 6
U.S.C. § 131.

§2.2-3706. Disclosure of law-enforcement and criminal records; limitations.
A. Records required to be released.
All public bodies engaged in criminal law-enforcement activities shall provide the following records when
requested in accordance with the provisions of this chapter:
1. Criminal incident information relating to felony offenses, which shall include:
a. A general description of the criminal activity reported;
b. The date the alleged crime was committed;
c. The general location where the alleged crime was committed;
d. The identity of the investigating officer or other point of contact; and
e. A general description of any injuries suffered or property damaged or stolen.
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A verbal response as agreed to by the requester and the public body is sufficient to satisfy the requirements
of subdivision 1.
Where the release of criminal incident information, however, is likely to jeopardize an ongoing investigation
or prosecution or the safety of an individual, cause a suspect to flee or evade detection, or result in the
destruction of evidence, such information may be withheld until the above-referenced damage is no longer
likely to occur from release of the information. Nothing in subdivision 1 shall be construed to authorize the
withholding of those portions of such information that are not likely to cause the above-referenced damage;
2. Adult arrestee photographs taken during the initial intake following the arrest and as part of the routine
booking procedure, except when necessary to avoid jeopardizing an investigation in felony cases until such
time as the release of the photograph will no longer jeopardize the investigation;
3. Information relative to the identity of any individual, other than a juvenile, who is arrested and charged,
and the status of the charge or arrest; and
4. Records of completed unattended death investigations to the parent or spouse of the decedent or, if there
is no living parent or spouse, to the most immediate family member of the decedent, provided the person is
not a person of interest or a suspect. For the purposes of this subdivision, "unattended death" means a death
determined to be a suicide, accidental or natural death where no criminal charges will be initiated, and
"immediate family" means the decedent's personal representative or, if no personal representative has
qualified, the decedent's next of kin in order of intestate succession as set forth in §64.2-200.
B. Discretionary releases. The following records are excluded from the mandatory disclosure provisions of
this chapter, but may be disclosed by the custodian, in his discretion, except where such disclosure is
prohibited by law:
1. Criminal investigative files, defined as any documents and information, including complaints, court
orders, memoranda, notes, diagrams, maps, photographs, correspondence, reports, witness statements, and
evidence relating to a criminal investigation or prosecution, other than criminal incident information subject
to release in accordance with subdivision A 1;
2. Reports submitted in confidence to (i) state and local law-enforcement agencies, (ii) investigators
authorized pursuant to Chapter 3.2 (§2.2-307 et seq.), and (iii) campus police departments of public
institutions of higher education established pursuant to Article 3 (§23.1-809 et seq.) of Chapter 8 of Title
23.1;
3. Records of local law-enforcement agencies relating to neighborhood watch programs that include the
names, addresses, and operating schedules of individual participants in the program that are provided to such
agencies under a promise of anonymity;
4. All records of persons imprisoned in penal institutions in the Commonwealth provided such records relate
to the imprisonment;
5. Records of law-enforcement agencies, to the extent that such records contain specific tactical plans, the
disclosure of which would jeopardize the safety or security of law-enforcement personnel or the general
public;
6. All records of adult persons under (i) investigation or supervision by a local pretrial services agency in
accordance with Article 5 (§19.2-152.2 et seq.) of Chapter 9 of Title 19.2; (ii) investigation, probation
supervision, or monitoring by a local community-based probation services agency in accordance with Article
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9 (§9.1-173 et seq.) of Chapter 1 of Title 9.1; or (iii) investigation or supervision by state probation and
parole services in accordance with Article 2 (§53.1-141 et seq.) of Chapter 4 of Title 53.1;
7. Records of a law-enforcement agency to the extent that they disclose the telephone numbers for cellular
telephones, pagers, or comparable portable communication devices provided to its personnel for use in the
performance of their official duties;
8. Those portions of any records containing information related to undercover operations or protective details
that would reveal the staffing, logistics, or tactical plans of such undercover operations or protective details.
Nothing in this subdivision shall operate to allow the withholding of information concerning the overall
costs or expenses associated with undercover operations or protective details;
9. Records of (i) background investigations of applicants for law-enforcement agency employment, (ii)
administrative investigations relating to allegations of wrongdoing by employees of a law-enforcement
agency, and (iii) other administrative investigations conducted by law-enforcement agencies that are made
confidential by law;
10. The identity of any victim, witness, or undercover officer, or investigative techniques or procedures.
However, the identity of any victim or witness shall be withheld if disclosure is prohibited or restricted under
§19.2-11.2; and
11. Records of the Sex Offender and Crimes Against Minors Registry maintained by the Department of State
Police pursuant to Chapter 9 (§9.1-900 et seq.) of Title 9.1, including information obtained from state, local,
and regional officials, except to the extent that information is required to be posted on the Internet pursuant
to §9.1-913.
C. Prohibited releases. The identity of any individual providing information about a crime or criminal
activity under a promise of anonymity shall not be disclosed.
D. Noncriminal records.Public bodies (i) engaged in emergency medical services, (ii) engaged in fire
protection services, (iii) engaged in criminal law-enforcement activities, or (iv) engaged in processing calls
for service or other communications to an emergency 911 system or any other equivalent reporting system
may withhold those portions of noncriminal incident or other noncriminal investigative reports or materials
that contain identifying information of a personal, medical, or financial nature where the release of such
information would jeopardize the safety or privacy of any person. Access to personnel records of persons
employed by a law-enforcement agency shall be governed by the provisions of subdivision B 9 of this section
and subdivision 1 of §2.2-3705.1, as applicable.
E. Records of any call for service or other communication to an emergency 911 system or communicated
with any other equivalent reporting system shall be subject to the provisions of this chapter.
F. Conflict resolution. In the event of conflict between this section as it relates to requests made under this
section and other provisions of law, this section shall control.
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