
 
 

Special Media Release for May 30, 2014 

Sheriff Crockett reports another round of fraudulent telephone calls being received, once again involving 

computer viruses.  The latest complainant, who recognized the call as being a scam, reported the following 

information: 

The caller told the local citizen that his/her computer was infected with a virus and was sending out fraudulent 

emails.  In order to fix the problem, the local citizen needed to send money and the company would remotely 

remove the virus to fix the problem.  The citizen was told he/she could call back to 214-272-0271, report Code 1, 

if the citizen had any questions or concerns. 

The citizen’s Caller ID showed the incoming call came from “215-896-3556 Pennsylvania.”  When he/she did call 

back, he/she was given the name of a different company than was given with the original call.  When the citizen 

asked that he/she be given his/her IP address (every computer in the world has a unique IP address), the person 

said they did not have that information.  The citizen then asked how it was determined that his/her computer was 

infected and terminated the call. 

“Once again, schemers try everything under the sun to defraud you” said Sheriff Crockett.  “Regardless of why 

you are called, never, ever, ever send money, or provide bank account or personal identifying information based 

on a telephone call, no matter how sincere the caller may sound.  All legitimate businesses and government 

agencies will communicate with you in writing or in person.  And just because you get an e-mail that claims to be 

from a major business, and may even look like it comes from a legitimate business, double check before opening 

the e-mail.  Otherwise you may be infecting your computer in ways you can’t begin to imagine.” 

Common attachments sent by e-mail include viruses that will: 

1. Wipe out all the information on the hard drive; 

2. Infect your e-mail names list and send fictitious emails to all the addressees; 

3. Capture and report back by remote means all the information on the hard drive; 

4. Capture every key stroke made on the computer and report back by remote means, thereby gaining access 

to all online financial transactions; 

5. Capturing the images from the web camera common on newer computer screens; and 

6. Slowly fill up all the free space on the hard drive to the point where the computer no longer works. 

Best practices for internet safety include: 

1. Keeping the computer up to date; 

2. Using a strong anti-virus program, and running it at least once each week; 

3. Turning the computer off when finished for the night; 

4. Using strong passwords (combination of upper and lower case letters, numbers and special characters) 

and changing them from time to time; 

5. Avoid opening an email from an unknown or suspicious source that has a link “You Must See!” or other 

attachment; and 

6. Remember that “free” games, apps, etc. may contain viruses or malware to steal your information. 

For additional tips and information, visit onguardonline.gov a website of the U.S. Federal Trade Commission. 

http://www.onguardonline.gov/

